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Editor’s note
Dear Readers,  

First of all I hope you, your families and loved ones are safe and 
taking all the measures to fight the common enemy- COVID-19. It’s 
time to bring one more instalment of The InSe Journal. The COVID 
time has made the world of hackers quite active and the breach we 
see everyday are increasing rapidly. The recent breach at Twitter 
came as a shock where the accounts were taken over of the popular 
personalities and companies. The cyber security is transforming 
and has kept the Infosec professionals on their toe.  

Talking about the latest edition of The InSe Journal, the latest 
edition contains all the stuff that you are expecting. The Information 
security articles, news, breach stories, trending tools and some fun 
with the graphics as well. In this edition, we have introduced one 
more section named as- “PEN TEST HACKS”. This section will help 
the pen testers and bug hunters to identify the security 
vulnerabilities in whatsoever systems they are testing. We are 
thrilled to publish this edition and wait for the feedback of each 
section.  

This edition is filled with knowledge as always and we hope you 
like it. For queries and feedbacks, The InSe Journal website is 
available for you 24*7. You know where you can find the latest 
instalment of the magazine. Don’t you? Yep, on Amazon kindle and 
insejournal.co.in Stay Home, Stay Safe and Enjoy reading TIJ! 

Cheers, 
Ashish Chhatani 
Founder- The InSe Journal
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Threat modelling and the best use cases 

As per OWASP-“Threat modelling works to 
identify, communicate, and understand threats 
and mitigations within the context of protecting 
something of value. Threat modelling can be 
applied to a wide range of things, including 
software, applications, systems, networks, 
distributed systems, things in the internet of 
things, business processes, etc. There are very few 
technical products which cannot be threat 
modelled; more or less rewarding, depending on 
how much it communicates, or interacts, with 
the world. Threat modelling can be done at any 
stage of development, preferably early - so that 
the findings can inform the design. 

Most of the softwares face various types of 
threats, and the number of cyberattacks 
continues to rise as the technology matures. 
T h e m a l w a r e e x p l o i t i n g s o f t w a r e 
vulnerabilities grew rapidly over the times. 
According to mcafee 2018 report, the 
 malware exploiting software vulnerabilities 
grew 151 percent. With increasing security 
breaches day by day, there’s threat on data 
security and privacy every single day. To 
prevent this, an organisation needs to bring 
the A game of the security. Starting from 
architecture review to handling the incidents, 
security state of an org needs to be solid to 
protect the data which is everything in 
today’s time. Data is a digital currency.  

Threat modelling is an activity helps you 
analyze your environment, identify potential 
vulnerabilities and threats, and create the 
proper security requirements you need 
to address those threats. 

What is Threat Modelling and why it is required?
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Security should start from the design phase. It is recommended for developers 
and manufacturers to analyze the operating environment to determine how each 
device could be attacked and then document it. This process is called TMSA- 
known as Threat Modelling and Security Analysis. TMSA can help you to check- 

-  How robust does your security need to be? 

-        What preventive measures should you take to avoid security issues? 

-        What potential threats could impact your device? 

TMSA highlights critical issues and challenges that you should consider while 
implementing security to protect your product or device. 

  
  

1. Identify the assets/end points/ devices to protect and define the test cases 

2. Identify Trust Zones, Potential Adversaries, and Threats 

3. Determine High-Level Security Objectives to Address Potential Threats 

4. Define Security Requirements for Each Security Objective Clearly 

5. Create a Document to Store All Relevant Information

Threat modelling and the best use cases 

Threat Modelling Steps


Identify the assets/end points/ devices to protect 
and define the test cases

The first step to perform threat modeling is to identify a use case, which is the 
system or device that is the subject of your security assessment. By doing so, you 
will have an idea of what device or system needs to be analyzed further. 

Since attackers may target your device to steal important data or to have it act 
maliciously, you need to identify the assets that hold sensitive information or are 
most likely to be attacked. 

You need to develop test cases for authentication credentials, configurations, 
firmware, cryptography (secure transmission protocols/algorithms/ciphers), 
event logs.  
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Here you have to identify trust zones and corresponding entry-exit points. By 
using this information, you can develop data flow diagrams along with privilege 
boundaries that will help you define the approach for input data validation, user 
authentication, and error handling. 

Also you need to create an adversary-based threat model to help you identify 
potential adversaries and attackers who may be trying to exploit or attack your 
device. An adversary-based threat model has four categories of attackers-Network 
attacker, Malicious Insider attacker, Remote software attacker, Advanced 
hardware attacker. 

Now you have identified what you need to protect and what potential adversaries 
could lead to a security breach. 

In the next step, you need to identify potential vulnerabilities, including software, 
physical devices, development lifecycles, and communication that could act as 
entry points into your device and allow attackers to enter your system. These 
vulnerabilities may include excessive user access privileges, weak password 
policies, absence of Web Application Firewall (WAF), broken authentication, 
insecure cryptographic storage, lack of security guidelines, or security 
misconfigurations. 

Once security threats are identified, you need to consider assessing the severity of 
each threat or attack and allocate your resources appropriately. For that you can 
use a common vulnerability scoring system (CVSS) to evaluate the impact of the 
threats. 

Threat modelling and the best use cases 

Identify Trust Zones, Potential Adversaries, and 
Threats 

Determine High-Level Security Objectives to 
Address Potential Threats 

In this step, you need to establish security objectives that focus on maintaining 
the following security elements. CIA (Confidentiality, Integrity, Availability), 
Authenticity, Non-repudiation.  

Once you have assessed the potential threats and their severity, you will be able to 
determine what countermeasures you need to employ to combat those threats 
and how you can address them appropriately. 
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Now it’s time for you to analyze and create specific, actionable security 
requirements that will directly address those threats. For instance, to secure 
identities, you need to Maintain roles, trusted communication channels, and 
authorization, Implement least privilege user access, Set failure threshold limits 
and Secure remote management.  

About the Author
Srikanth is a Principal Security Consultant and an 
instructor for secure coding practises. 

Threat modelling and the best use cases 

Define Security Requirements for Each Security 
Objective Clearly 

Define Security Requirements for Each Security 
Objective Clearly 

Once you have gathered all the requisite information needed to set security 
requirements for your system, create a threat modeling document that stores this 
information accurately. 

The document should include separate tables that list the assets that you need to 
protect, potential adversaries and threats, countermeasures you need to take, and 
security requirements. It should be well-structured and have clear and concise 
information to help you see the potential severity of an attack and how you can 
address each threat. 
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Cyber war fare: The 21st  century war type

What is Cyber Warfare?

Cyberwarfare can be stated as the use of multiple types of digital attacks from 
simple computer viruses to complex hacking by one country to derange the 
pivotal computer systems of another country. The predominant aims being 
fabricating indemnification, demise and destruction. In the coming future, the 
wars will witness hackers using malicious codes to castigate the enemies’ 
infrastructure, simultaneously while the armed forces fight using traditional 
weapons alike guns and missiles.


With the advent of Darknet and the internet just becoming more and more 
shadowy, cyber warfare is an elevating dangerous and most common feature of 
conflicts internationally.


How is a cyber warfare going to look like?


The strike of cyberwarfare will differ by severity and target just like a physical 
warfare that range from restricted tussle to full-fledged battles. In most of the 
cases computer systems are not the final prey -- they are preyed because of the 
fact that they play an intermediate part in overseeing infrastructures like airports, 
defence secrets or power grids. By just attacking the computers one can 
completely collapse the aforementioned real-world infrastructures.


The number of scenarios of cyber warfare are plenty. Few such scenarios are 
how one day the pricy products in a website are sold off at pennies, how all of a 
sudden you lose money from your bank account, raise and crash of stock 
market, misled directions while delivering a package, signals not working. With 
the right infrastructure and minds, a country could be brought down to its knees 
causing havoc and chaos in no time, and this is possible even without 
considering huge attacks.


A The number of scenarios of cyber warfare are plenty. Few such scenarios are 
how one day the pricy products in a website are sold off at pennies, how all of a 
sudden you lose money from your bank account, raise and crash of stock 
market, misled directions while delivering a package, signals not working. With 
the right infrastructure and minds, a country could be brought down to its knees 
causing havoc and chaos in no time, and this is possible even without 
considering huge attacks.
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Almost, every system being used is reinforced in some way or other by computers, 
making almost every aspect of our lives vulnerable to cyberwarfare at some given 
point of time.

Based on the observation made by the 
Government about how modern society are 
relying upon computer systems to carry out 
almost every function starting from personal 
conversation to financial services, from 
sharing every aspect of life on social media 
platforms to transport networks, they realised 
that alongside paring hands with hackers 
equipped with viruses or other deadly tools to 
shut down these systems might be just as 
powerful and nerve racking as same as 
conventional military campaign services.

A cyberattack can be instigated expeditiously 
from any distance unlike traditional military 
attacks. Such attacks would be immensely 
difficult to trail back with any certainty to its 
origin, making response harder.

Due to this, the government and intelligence 
bureau agonize that digital attacks against 
pivotal infrastructure which will give attackers 
a technique of going around a nation’s 
conventional fornications. Hence a constant 
race to improve computer security is in place 
in all nations.

However, one of the pros for the countries 
that implement cyberwarfare capabilities is 
that they are offering a state-of-the-art 
strategy to expedite influence on rival 
countries without having to put soldiers’ lives 
at risk. 

What is the reason behind the government 
investing in cyber warfare?


Cyber war fare: The 21st  century war type
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Whether or not an attack is considered as cyber warfare or not depends on a 
number of components like the recognition of the attacker, what they are doing, 
how are they going to attack and how much damage they are going to cause.

Cyber warfare in its actual sense is defined as a squabble between states or 
nations and not individuals. To be competent as cyber warfare the attacks should 
be of noteworthy scale and severity. 

Few examples to understand what is considered as cyber warfare and what is 
not: Hackers trying to crash a banking system and steal money would be a 
cybercrime even if the attacker is from a rival nation. Whereas, if the hackers are 
backed up by the government and perform the same attack, then it will be 
considered as an act of cyber warfare as it shows that rival nation is doing this to 
destabilise the opposite nation’s economy. Similarly, crashing or brining down a 
private website would be considered a crime. But if the hackers who are being 
backed up by the government crash a rival nation’s defence system or lock the 
launch of a missile, then it is considered as an act of cyber warfare.

 
 

Cyber war fare: The 21st  century war type

Cyber Warfare: What is and what is not?


The use of force in Cyber Warfare:


Factors like who, what and how of Cyber Warfare matters because these will 
help regulate what kind of response a nation can make to a cyberattack.

The threshold level of cyber warfare can be defined as a digital ambush which is 
of critical severity that is seen as an equivalent of a physical ambush. To reach 
this threshold, strike(s) on computer systems would have to usher to 
consequential wrecking or interruption, even forfeiture of life. Under international 
law this is the notable limit which allows beginning the use of squadron to 
barricade themselves against the attack.

If and when a country is hit by a cyberattack, it does not always mean that the 
government of the affected nation always needs to strike back with a defending 
or another cyberattack. They can even wallop back using their vexillum military 
arsenal with regular army attacks like a missile or air strikes perhaps.
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But, so far, such a scenario has never taken place. This doesn't necessarily 
mean that attacks have failed to hold out to that magnitude are ignored or 
irrelevant. It simply means that the nation or state under attack cannot justify 
seeking out a military force to defend themselves. There is n number of 
supplementary ways of making a riposte to a cyberattack, from expelling 
emissaries, to responding with compassion. However, anticipating the righteous 
retaliation to an attack is frequently difficult.

Note: There is no standard international law giving clarity about whether an 
attack can be classified as a cyberattack or not. However, on the verge to bring 
more clarity and to set a standard international law, a group of law intellectuals 
spent years striving to explain how international law can be applied to cyber 
warfare. These explanations have been framed and prepared as a textbook 
named Tallinn Manual. This book is backed up by NATO-affi liated Cooperative 
Cyber Defence Centre of Excellence (CCDCoE). There are two versions of this 
book so far.

Cyber war fare: The 21st  century war type

Which nations are equipping themselves for 
cyber warfare:

Practically every nation with the right amount of finance and knowledge are 
investing in cyber warfare and defence competency. As per US intelligence, 
more than 30 countries are emerging with offensive cyberattack competencies 
under the blanket. This has led to the agitation that a secret cyber artillery race 
has already begun. US intelligence rundowns like nations like China, Iran, 
Russia and North Korea usually as the ones who are prepping themselves for a 
cyberattack and defensive.

Types of cyber weapons: 

Conceptualise the best of best hackers with huge budgets with the sole aim of 
breaking the largest systems of the target nations…that is what a high-end 
cyber weapon may look like. But, as the cost involved might be in terms of 
millions of dollars, there are very few such kinds of weapons. However, when 
generalised, the sophistication of the cyber weapons could range anywhere 
from basic to very complex ones. The attacks performed so far were Denial of 
Service (DoS), phishing emails, malware and viruses, ransomware, zero-day 
attacks, computer worms like Stuxnet, etc.,
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About the Author

As the time advents, countries will realize that having a cyberwarfare strategy in 
place is very crucial. Due to this, they will be to invest in building a strong set up 
of cyber weapons and stock them up. This implies that nations could be 
stocking up or being to stock potential zero-day attacks, which means the 

Cyber war fare: The 21st  century war type
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Journal. She is a security geek and persists great zeal 
in new learnings of the domain. Apart from that, she 
has passionately provided her services in reputed 
companies like Sony.

Is the escalation of cyber warfare something 

Is the escalation of cyber warfare something 
The same practices that are implemented and followed in regular cybersecurity 
is what needs to be followed for protection against nation/state-backed cyber 
attackers. This implies that the basics need to be covered; like strong 
passwords, strong firewalls in place, blacklisting all the IPs except the ones with 
the permission for internal software and systems, patched software and 
constant check if any new patch is released and staying with the versions up-to-
date, to ensure a secure backup is in place, access to the internet if and only 
when necessary. These are a few basic and important steps to be taken to 
ensure that the systems are not hackable. Another parallel take on ensuring if 
the systems are secure is by allowing ethical hackers to try and break into the 
systems.

None of the security measures are ever enough. But, having a constant check 
and staying in line with the cyber risk trends and following and implementing 
suggested defense makes it harder for hackers to break into another nation’s 
security.

In conclusion, cyber warfare is for sure going to be the next big thing in terms of 
a war against countries. Just like big companies investing millions of dollars into 
cybersecurity, it is highly recommended that nations worldwide being investing 
in finance and manpower in cyber defense.
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One of the largest internet service 
providers in Argentina, Telecom Argentina 
was hit by a ransomware attack.Ransomware 
operators infected roughly 18,000 computers 
during the weekend and now are asking for a 
$7.5 million ransom. Many websites 
operated by Telecom Argentina were taken 
offline by the attack. The attackers initially 
gained access to the company network, then 
they took control over an internal Domain 
Admin and used the access to infects 
thousands of machines. REvil ransomware 
gang published a page dedicated to the 
Telecom Argentina on its dark web payment 
portal. 

In the recent security bulletin update, 
Adobe has released security updates to 
address several critical code execution 
vulnerabilities in its Bridge, Photoshop and 
Prelude products. The CVE ids are-
CVE-2020-9675, CVE-2020-9674 
CVE-2020-9676. All are of critical severity 
vulnerabilities. The company fixed two out-
of-bounds read and two out-of-bounds write 
vulnerabilities.

REVil ransomware infected 
18,000 computers of Telecom 
Argentina

Adobe patched critical code 
execution flaws

The InSe News 
Trending news of the month 
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Apple declared the privacy features for the 
safari browsers in its recently concluded 
virtual WWDC 2020 event. The company is 
known for keeping privacy in centre of its 
products. Last year, sign-in-with Apple made 
the headlines and this year company has 
come up with inbuilt add-on in Safari that 
will warn the users about the third party 
websites that try to access cookies and other 
data. This is one more benchmark set by the 
company in the direction of data privacy.  

Citrix has fixed a high severity 
vulnerability, tracked as CVE-2020-8207, 
affecting its Workspace app that can be 
exploited by an attacker to remotely hack the 
computer running the flawed application. 
The flaw affects the automatic update 
service used by the Citrix Workspace app for 
Windows. The vulnerability can be exploited 
by a local attacker to escalate privileges or 
by a remote attacker to execute arbitrary 
commands on the affected application. 

Apple strengthens privacy for 
Safari

Citrix patches high sev flaw 
in its workspace app

The InSe News 
Trending news of the month 

http://insejournal.co.in
https://support.citrix.com/article/CTX277662
https://www.citrix.com/products/citrix-workspace/resources/user-adoption/how-to-download-citrix-workspace-app.html
https://support.citrix.com/article/CTX277662
https://www.citrix.com/products/citrix-workspace/resources/user-adoption/how-to-download-citrix-workspace-app.html


The InSe Journal    insejournal.co.in

Tsunami Security Scanner

Tsunami is a general purpose network 

security scanner with an extensible plugin 
system for detecting high severity 
vulnerabilities with high confidence.Tsunami 
relies heavily on its plugin system to provide 
basic scanning capabilities. 

GitHub: https://github.com/google/
tsunami-security-scanner 

Docker for pentest is an image with the 

more used tools to create an pentest 
environment easily and quickly. The main 
features includes-OS, networking, 
developing and pentesting tools, 
Connection to HTB (Hack the Box) vpn to 
access HTB machines, Popular wordlists 
installed: SecLists, dirb, dirbuster, fuzzdb, 
wfuzz and rockyou. 

GitHub: https://github.com/aaaguirrep/
pentest 

Docker for Pentest

The InSe TOOLS 
Trending tools of the month 
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Natlas

You've got a lot of maps and they are 

getting pretty unruly. What do you do? You 
put them in a book and call it an atlas. This 
is like that, except it's a website and it's a 
collection of nmaps. The Natlas server 
doubles as a task manager for the agents to 
get work, allowing you to control the 
scanning scope in one centralized place. 

GitHub:https://github.com/natlas/natlas 

Santa is a binary authorisation system for 

macOS. It consists of a kernel extension (or 
a system extension on macOS 10.15+) that 
monitors for executions, a userland daemon 
that makes execution decisions based on 
the contents of a SQLite database, a GUI 
agent that notifies the user in case of a 
block decision and a command-line utility 
for managing the system and synchronizing 
the database with a server. 

GitHub: https://github.com/google/santa 

Santa
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Blackbaud paid money to 
decrypt the data caused due to 

ransomware attack

Twitter faces worst humiliation 
breach

Blackbaud-cloud computing provider that 
serves the social good community faced a 
ransomware attack in this year May. The 
company has discovered the intrusion and locked 
out the attackers, but ransomware operators were 
able to exfiltrate its data. The company 
confirmed that the attackers did not access 
financial data, such as credit card data and bank 
account information, or the social security 
numbers of its customers. Though the company 
opted to pay the ransom for deleting the data that 
attackers have stolen during the intrusion.

The hackers took on twitter couple of weeks 
back and took over the famous celebrities 
account. The breach is said to be happened 
due to social engineering attack where the 
internal employees were the medium of hack. 
The access to internal servers were taken 
using social engineering attack. The account 
of Elon Musk, Apple, Obama, Kanye west 
were hijacked and the tweets were posted 
from their account. The breach is said to be 
the biggest hack of twitter till date and twitter 
will face the music in coming time. 
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15Bn data records available in 
cybercrime marketplace

IndiaBulls witnessed breach due 
to Ransomware attack

Security firm Digital Shadows revealed the 
availability of more than 15 billion 
c r e d e n t i a l s s h a r e d o n c y b e r c r i m e 
marketplaces, paste sites, file sharing 
services, and code sharing websites.most of 
the username and password combinations are 
available for free, and 5 billion of the above 
credentials are “unique.” The credentials are 
sold for an average of $15.43, the most 
expensive pairs relate to banking and 
financial services accounts, with an average 
price of nearly $71.

IndiaBulls, housing-consumer finance company 
faced an attack operated by Ransomware 
operators. The Stolen data includes highly 
sensitive documents of the company, including 
banking account transaction details, vouchers, and 
letters sent to bank managers. As per the firm 
Cyble- “the leaked data seems to be a warning by 
the ransomware operators to Indiabulls group to 
accept their terms within 24 hours. Otherwise, 
CLOP operators tend to leak a large lot of the 
company’s confidential data.The current data leak 
includes snapshots of highly sensitive bank-related 
documents of the company such as account 
transaction details, vouchers, letters sent to bank 
managers, and much more.” 

The breach story 
 Breach that made the headlines
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A script for Sensitive Data Leakage via 
CORS Misconfiguration

Top 25 Open redirect dorks
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Make a Javascript payload for XSS

Script for searching about vulnerabilities in 
the PUT method
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“If you’re not failing every now and again, it’s a sign 
you’re not doing anything very innovative.” 

         Woody Allen
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